MAY 2020
VOLE™6 * NO. 4

PRATT’S

REPORT
@ LexisNexis

CYBERSECURITY: WHAT KEEPS US UP AT NIGHT
Jonathan S. Kolodner, Rahul Mukhi, and
Megan Medeiros




Pratt’s Privacy & Cybersecurity

Law Report

VOLUME 6 NUMBER 4 MAY 2020

Editor’s Note: What Keeps Yox Up at Night?
Steven A. Meyerowitz

Cybersecurity: What Keeps Us Up at Night
Jonathan S. Kolodner, Rahul Mukhi, and Megan Medeiros

California Consumer Privacy Act Proposed Rules: Modified to Recognize
Business Realities?

Quyen T. Truong

The Evolving Privacy Landscape at a Glance: Compliance Considerations
for a New Decade
Daniel Ilan, Emmanuel Ronco, Natascha Gerlach, and Megan Medeiros

TRACED Act Targets Illegal Robocalls
Ronald G. London

Phishing Scam Does Not Implicate Forgery Coverage, Court Requests
Further Briefing for Computer Fraud Coverage
Joshua A. Mooney

From the Courts
Jay D. Kenigsberg

Q) LexisNexis:

99

101

106

110

114

117

122



QUESTIONS ABOUT THIS PUBLICATION?

For questions about the Editorial Content appearing in these volumes or reprint permission, please contact:

Deneil C. Targowski @t ...c.c.ccueueueueueieieieieieieiniiirin ettt sesesene e 908-673-3380
Emails oo e Deneil.C. Targowski@lexisnexis.com
For assistance with replacement pages, shipments, billing or other customer service matters, please call:

Customer Services Department at ........cccccevveueiiiiniiiiniiiiiiniieesieeeesenees (800) 833-9844
Outside the United States and Canada, please call ... ... (518) 487-3385
Fax NUMDEI o.viiiiiieceeeeee ettt ettt ea et e teeaeeaeeeaeens (800) 828-8341
Customer Service Web site . <o htep://www lexisnexis.com/custserv/
For information on other Matthew Bender publications, please call

YOUr aCCOUNT MANAZEL OF ...vevuiuiivriiiieieiereitiesesesestetesesesestes e sesseeseseessenesessssnanen (800) 223-1940
Ooutside the United States and Canada, please call .........cccccceiiiiinnnnniiiees (937) 247-0293

ISBN: 978-1-6328-3362-4 (print)
ISBN: 978-1-6328-3363-1 (eBook)

ISSN: 2380-4785 (Print)
ISSN: 2380-4823 (Online)

Cite this publication as:

[author name], [article title], [vol. no.] PRATT’S Privacy & CyBERSECURITY Law REPORT [page number]
(LexisNexis A.S. Pratt);

Laura Clark Fey and Jeff Johnson, Shielding Personal Information in eDiscovery, [6] PRATT’S Privacy &
CYBERSECURITY LAW REPORT [99] (LexisNexis A.S. Pratt)

This publication is sold with the understanding that the publisher is not engaged in rendering legal, accounting, or
other professional services. If legal advice or other expert assistance is required, the services of a competent professional
should be sought.

LexisNexis and the Knowledge Burst logo are registered trademarks of Reed Elsevier Properties Inc., used under license.
A.S. Pratt is a trademark of Reed Elsevier Properties SA, used under license.

Copyright © 2020 Reed Elsevier Properties SA, used under license by Matthew Bender & Company, Inc. All Rights
Reserved.

No copyright is claimed by LexisNexis, Matthew Bender & Company, Inc., or Reed Elsevier Properties SA, in the text
of statutes, regulations, and excerpts from court opinions quoted within this work. Permission to copy material may be
licensed for a fee from the Copyright Clearance Center, 222 Rosewood Drive, Danvers, Mass. 01923, telephone (978)
750-8400.

An A.S. Pratf™ Publication

Editorial

Editorial Offices
630 Central Ave., New Providence, NJ 07974 (908) 464-6800
201 Mission St., San Francisco, CA 94105-1831 (415) 908-3200

www.lexisnexis.com

MATTHEWBENDER (2020-Pub. 4939)


mailto:Deneil.C.Targowski@lexisnexis.com
http://www.lexisnexis.com/custserv/
www.lexisnexis.com

Editor-in-Chief, Editor & Board of Editors

EDITOR-IN-CHIEF
STEVEN A. MEYEROWITZ
President, Meyerowitz Communications Inc.

EDITOR
VICTORIA PRUSSEN SPEARS
Senior Vice President, Meyerowitz Communications Inc.

BOARD OF EDITORS

EmiLio W. CIVIDANES
Partner, Venable LLP

CHRISTOPHER G. CWALINA
Partner, Holland & Knight LLP

RicHArRD D. HARRris
Partner, Day Pitney LLP

Davip Karat
Director, Berkeley Research Group

Jay D. KENIGSBERG
Senior Counsel, Rivkin Radler LLP

Davip C. LASHWAY
Partner, Baker ¢ McKenzie LLP

ArAN CHARLES RauL
Partner, Sidley Austin LLP

RANDI SINGER
Partner, Weil, Gotshal é’Mﬂnge; LLP

Joun P. ToMASZEWSKI
Senior Counsel, Seyfarth Shaw LLP

Topp G. VARE
Partner, Barnes & Thornburg LLP

Tuaomas F. ZycH
Partmer, Thompson Hine

iii



Pratt’s Privacy ¢ Cybersecurity Law Report is published nine times a year by Matthew Bender & Company, Inc.
Periodicals Postage Paid at Washington, D.C., and at additional mailing offices. Copyright 2020 Reed
Elsevier Properties SA, used under license by Matthew Bender & Company, Inc. No part of this journal
may be reproduced in any form—by microfilm, xerography, or otherwise—or incorporated into any
information retrieval system without the written permission of the copyright owner. For customer
support, please contact LexisNexis Matthew Bender, 1275 Broadway, Albany, NY 12204 or e-mail
Customer.Support@lexisnexis.com. Direct any editorial inquiries and send any material for publication
to Steven A. Meyerowitz, Editor-in-Chief, Meyerowitz Communications Inc., 26910 Grand Central
Parkway Suite 18R, Floral Park, New York 11005, smeyerowitz@meyerowitzcommunications.com,
646.539.8300. Material for publication is welcomed—articles, decisions, or other items of interest to
lawyers and law firms, in-house counsel, government lawyers, senior business executives, and anyone
interested in privacy and cybersecurity related issues and legal developments. This publication is
designed to be accurate and authoritative, but neither the publisher nor the authors are rendering
legal, accounting, or other professional services in this publication. If legal or other expert advice is
desired, retain the services of an appropriate professional. The articles and columns reflect only the
present considerations and views of the authors and do not necessarily reflect those of the firms or
organizations with which they are affiliated, any of the former or present clients of the authors or their
firms or organizations, or the editors or publisher.

POSTMASTER: Send address changes to Pratt’s Privacy & Cybersecurity Law Report, LexisNexis Matthew Bender, 630
Central Ave., New Providence, NJ 07974.

v


mailto:Customer.Support@lexisnexis.com
mailto:smeyerowitz@meyerowitzcommunications.com

Cybersecurity: What Keeps Us Up at Night

By Jonathan S. Kolodner, Rahul Mukhi, and Megan Medeiros

Data breaches and cybersecurity are on minds of board members and other corporate
stakeholders, particularly given the increasing reputational, regulatory and litigation
consequences that often follow from a significant cybersecurity incident. The authors of
this article discuss developments in the cybersecurity realm and advise board members
to ask appropriate questions concerning managements policies and procedures around
identifying and addressing significant data security risks.

According to a 2019 survey, chief legal officers ranked data breaches as the most
important issue keeping them “up at night.”" Cybersecurity also remained top of mind
for boards and other corporate stakeholders, particularly given the increasing reputa-
tional, regulatory and litigation consequences that often follow from a significant
cybersecurity incident.

MAJOR DATA BREACHES IN 2019

Last year saw a continued steady stream of major cybersecurity incidents, including:

¢ The compromise of personal and financial information for approximately 100
million Capital One customers.

e The exposure of 885 million bank records from First American Corporation.

¢ Quest Diagnostics’ disclosure that approximately 7.7 million patients’ personal
and financial data had been accessed through its external collection agency.

e The city of New Orleans declaring a state of emergency and shutting down its
computers after being subject to a ransomware attack.

These are just some examples of a range of different kinds of cyberattacks that
companies face, including system intrusions, business email compromise attacks
(often through spearfishing) and ransomware. The continued prevalence of these
attacks and their significant consequences underscore not only why companies and
other organizations must devote sufficient resources to cybersecurity protection, but

" Jonathan S. Kolodner (jkolodner@cgsh.com) is a partner at Cleary Gottlieb Steen & Hamilton LLP
focusing on white-collar criminal enforcement and regulatory matters as well as complex commercial
litigation. Rahul Mukhi (rmukhi@cgsh.com) is a partner at the firm focusing on criminal, securities, and
other enforcement and regulatory matters as well as on complex commercial litigation. Megan Medeiros
(mmedeiros@cgsh.com) is a practice development lawyer at the firm concentrating her practice in intel-
lectual property law.

1 ACC Chief Legal Officers 2019 Survey, available at https://www.acc.com/sites/default/files/
resources/upload/2019-ACC-Chief-Legal-Officers-Survey. pdf.
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also why boards must be vigilant in exercising oversight of the preparation for, and
response to, these incidents.

In assessing the lessons and trends reflected in these cyberattacks, companies
continue to benefit from having well-developed and practiced incident response
plans to ensure timely and appropriate reaction to an incident. The benefits of
“segmented” data was another recurring theme. Certain companies were able to mini-
mize the fallout from cyber incidents because they had segmented the data they stored,
meaning that hackers were only able to obtain limited information and could not fully
access customer personal identifying information and/or financial information. In
addition, ransomware attacks on businesses are reportedly at an all-time high and
becoming increasingly sophisticated. Board members should be aware of these devel-
opments and ask appropriate questions concerning management’s policies and
procedures around identifying and addressing these significant data security risks.

REGULATORY FOCUS ON CYBERSECURITY

In 2019, many regulators were active in bringing cybersecurity enforcement actions
against companies that allegedly maintained inadequate cybersecurity protections or
failed to comply with related obligations. In addition to the large financial penalties
they are imposing, one significant trend is how US regulators imposed significant
ongoing obligations on companies’ business operations, boards of directors, corporate
officers and compliance professionals. These obligations serve as an important signal of
the developing (and increasingly onerous) cybersecurity expectations of regulators:

e Business Operations. In settlements reached with Equifax involving the Federal
Trade Commission (“FT'C”) and attorneys general (“AG”) from 48 states,
Equifax was not only ordered to pay a $700 million monetary penalty, but it
was required to implement a robust and documented information security
program that includes risk-based assessments, safeguards and qualified third-
party evaluations, as well as specific security measures such as password encryp-
tion, multi-factor authentication and periodic penetration testing. The AG
settlements further mandated that Equifax conduct biannual incident response
exercises and weekly vulnerability scans of network systems, as well as begin
remediating any “critical” security vulnerabilities within 24 hours.

o Compliance. The FTC settlement with Equifax also required Equifax to desig-
nate the board of directors, a relevant committee thereof or a “senior officer”
“responsible for [the] Information Security Program” to annually certify under
penalty of perjury that Equifax has established the required information security
program, is cooperating with the required third-party assessor evaluating the
information security program and is not aware of any material non-compliance
with the federal orders. Similarly, in connection with Facebook’s settlement
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with the FTC related to Cambridge Analytica, CEO Mark Zuckerberg and
Facebook compliance officers must personally certify quarterly that Facebook
has established and maintained the privacy program required under the FTC
settlement.

Board Oversight. In connection with Facebook’s FTC settlement, the company
was also required to create two new board committees: an Independent Privacy
Committee and an Independent Nominating Committee. The Independent
Privacy Committee is comprised of independent directors demonstrating certain
minimum privacy and data protection capabilities and is responsible for meeting
at least quarterly with other independent directors and a third-party privacy
assessor mandated by the order to discuss privacy issues, risks and compliance
with the order, among other things. The committee must also approve any effort
to remove or appoint an assessor. The Independent Nominating Committee,
in turn, recommends and approves the appointment or removal of members of
the Independent Privacy Committee, including determining whether members
of that committee have the required privacy and data protection expertise.

Another important development is the increasing aggressiveness of European regu-
lators in enforcing the General Data Protection Regulation (“GDPR”). In particular,
the UK Information Commissioner’s Office (ICO”) announced headline-grabbing
enforcement actions relating to alleged cybersecurity breaches and data protection
violations in 2019:

British Airways. While not quite reaching the maximum fine permitted by the
GDPR (up to the higher of €20 million or four percent of a company’s global
turnover), the ICO announced its intention to fine British Airways £183.4
million for a cybersecurity incident resulting in the misappropriation of the
personal data of approximately 500,000 British Airways customers. The ICO
has not disclosed how it determined the size of this fine, but it amounts to
approximately 1.5 percent of British Airways global passenger turnover. The
ICO noted that its investigation revealed that British Airways had “poor security
arrangements” in relation to its customers’ information.

Marriott. In July 2019, the ICO published its intention to fine Marriott £99.2
million for a cybersecurity incident affecting the Starwood guest reservation
database starting as early as 2014 — notably, before Marriott acquired Starwood
in 2016 — but not discovered until 2018. Records relating to about 30 million
individuals in the European Economic Area were affected — seven million of
which were related to individuals in the UK. Like the fine in British Airways,
the ICO did not disclose how it calculated the fine, but it appears to amount to
approximately 0.6 percent of Marriott’s revenues in 2018.
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One final regulatory note heading into 2020: More and more jurisdictions are
imposing affirmative cybersecurity and data protection obligations on companies,
beyond data breach notification obligations. Among other developments, in 2019,
New York passed the SHIELD Act that, for the first time, affirmatively requires
covered businesses to develop, implement and maintain “reasonable” data security
safeguards, which include, among other things, conducting risk assessments and
addressing identified risks. This will be a particular area to watch as regulators continue
their focus on cybersecurity compliance in 2020.

LITIGATION DEVELOPMENTS

2019 also saw a significant uptick in U.S. shareholder litigation relating to data
breaches. Until 2019, shareholder derivative cases against board members arising out
of a data breach had resulted in ecither dismissals or settlements with relatively low
monetary payments. However, in eatly 2019, In re Yahoo! Inc. Shareholder Litigation
resulted in a significant monetary settlement by the defendants, potentially breathing
new life into shareholder derivative claims following a significant data breach.

The complaints alleged, among other things, that Yahoo and its former and current
executives and officers breached their fiduciary duties by failing to timely disclose and
concealing two data breaches. The settlement reached by the board members and other
defendants provided for a $29 million payment to settle the derivative claims, by far
the largest such settlement to date.

Shareholder securities fraud litigation also proceeded at a brisk pace, largely
mirroring claims filed in prior years by claiming that public companies failed to
adequately and/or timely disclose material cybersecurity incidents and risks. The
success of these cases has turned on whether the company’s public disclosures
concerning cybersecurity risks and incidents were sufficiently robust to defeat claims
that shareholders were misled.

KEY TAKEAWAYS FOR BOARDS OF DIRECTORS

¢ Data breach incidents continue to proliferate, with business email compromise
and ransomware attacks against businesses on the rise in particular. Board
members should focus on whether adequate resources are being dedicated by
management to identify and address such risks, and whether management has a
well-tested plan in place to execute in case of an attack.

e Regulators in the Unites States and Europe continue their focus on cyberse-
curity. In addition to monetary penalties, certain regulators are also seeking to
require companies to implement privacy and cybersecurity risk assessments,
third-party monitoring, specified director and officer responsibilities and
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changes to board composition. If these promises are violated in the future, the
company is subject to significant additional fines.

e Shareholders, regulators and courts will expect that boards, management and
compliance personnel play increasingly active roles in privacy and cybersecurity
oversight.

e The announced enforcement action against Marriott with respect to the Star-
wood breach, as well as related sprawling litigation, underscores that purchasers
and investors should consider the necessary transactional due diligence with
respect to material cybersecurity and privacy risks.

U.S. litigation risk following a data breach continues to be significant, with deriva-
tive actions against board members potentially on the rise following developments
in 2019.
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