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Unsealed Indictment Illustrates Interplay
Between Criminal and Civil Liability for
Theft of Trade Secrets

By Nowell D. Bamberger, David H. Herrington,
Jennifer Kennedy Park and Caleb J. Robertson

he U.S. Attorney’s Office for the Northern
District of Illinois recently unsealed an indict-
ment against Hytera Communications Corporation,
Ltd. (“Hytera”), a company headquartered in
Shenzhen, China, and several individuals, charg-
ing each with conspiracy to commit theft of trade
secrets.! The indictment’s allegations parallel those
made in two civil complaints by Motorola Solutions
Inc. (“Motorola”) filed against Hytera for theft of
trade secrets and patent infringement in the same
court in 2017.2
The indictment reflects a continuing pattern
of the U.S. government aggressively pursuing
trade secrets cases under the Espionage Act against
Chinese companies. It also provides an interesting

Nowell D. Bamberger (nbamberger@cgsh.com) is a partner at
Cleary Gottlieb Steen & Hamilton LLP focusing on complex civil
litigation and government investigations, with a particular focus
on cross-border matters. David H. Herrington (dherrington@
cgsh.com) is a partner at the firm handling intellectual property
and commercial disputes in both domestic and cross-

border matters. Jennifer Kennedy Park (jkpark@cgsh.

com) is a partner at the firm focusing on white-collar defense,
enforcement actions, crisis management and complex disputes.
Caleb ). Robertson (cjrobertson@cgsh.com) is a litigation
associate at the firm.

case study in the interplay between civil litigation
that parallels a criminal investigation.

BACKGROUND

The 21-count indictment against Hytera and for-
mer Motorola employees was filed in May 2021 by
a special grand jury empaneled in November 2019.
The indictment sets forth the following factual alle-
gations: Beginning in June 2007, the CEO of Hytera
recruited Motorola engineers to steal trade secrets
relating to Motorola’s digital mobile radio (“DMR”)
technology (AKA “walkie-talkies”). Hytera offered
these Motorola engineers higher salaries and ben-
efits than they were receiving from Motorola. After
the engineers allegedly accessed and downloaded
thousands of sensitive files containing information
on Motorola’s DMR technology, they went to work
for Hytera and helped the company develop DMR
products that recycled the stolen Motorola tech-
nology. The indictment cites a number of internal
Hytera emails between these employees that sup-
port these allegations. Hytera began selling DMR
products in 2010. The indictment charges Hytera
and the individual engineers with engaging in a
conspiracy to misappropriate trade secrets in viola-
tion of the Espionage Act, 18 U.S.C. § 1832.



The indictment’s allegations mirror those in two
civil complaints filed by Motorola in the Northern
District of Illinois in March 2017 against Hytera.
Those cases alleged misappropriation of trade secrets
under the federal Defend Trade Secrets Act, 18
U.S.C. § 1836 and Illinois law, copyright infringe-
ment and patent infringement. In February 2020, a
jury awarded Motorola $764 million in compen-
satory and punitive damages against Hytera based
on the trade secret claims — an amount the district
court lowered to $544 million almost a year later
in January 2021. If convicted in the criminal case,
Hytera and the individual defendants could face
a criminal fine up to three times the value of the
stolen trade secrets and forfeiture of any proceeds
gained as a result of the alleged misappropriation.

Notably, to satisfy the requirement of overt acts
taken in the United States in furtherance of the con-
spiracy, the indictment cites actions taken by Hytera
in connection with the civil lawsuit. Specifically, the
indictment alleges that one of the individual defen-
dants “emailed Hytera’s CEO about ‘aligning’ his
story . ..1in connection” with the Motorola lawsuit.
The indictment also alleges that a Hytera employee
testified in the civil case that an individual defendant
“was fired in the fall of 2018 for refusing to coop-
erate with Hytera’s internal investigation, when in
fact [they] worked for Hytera from no later than
December 2018, throughout the trial of the Civil
Case, to at least June 22,2020.”

TAKEAWAYS

The indictment against Hytera continues a pat-
tern of aggressive enforcement by the U.S. govern-
ment of trade secrets cases against Chinese entities
and individuals.

Forexample,inJanuary 2019,the U.S.Department
of Justice (“DOJ”) unsealed a criminal indictment
against Huawei Technologies Co. Ltd. (“Huawei”),
another Shenzhen-based telecommunications com-
pany,and individual defendants for misappropriating
trade secrets from multiple U.S. companies (includ-
ing trade secrets relating to a T-Mobile smartphone
testing robot named “Tappy”’).’

In November 2018, the DOJ unsealed an indict-
ment against Taiwan-based United Microelectronics
Corporation, Inc. (“UMC”) and Fujian Jinhua
Integrated Circuit Co., Ltd. (“Fujian Jinhua”), a

state-owned enterprise of the People’s Republic of
China.* Nearly two years later, in October 2020,
UMC entered into a plea deal with the government
in which it agreed to pay a $60 million criminal fine
and cooperate with the government in the investi-
gation against Fujian Jinhua.® In each of these cases,
the allegations charge that the company defendants
recruited employees of U.S. companies to steal trade
secrets.

Moreover, the Hytera indictment provides
another example of how civil litigation may inter-
twine with criminal investigations into the same
underlying conduct. As with Hytera, the criminal
actions against Huawei, UMC and Fujian Jinhua
were paralleled by civil litigation. The interplay
between parallel actions is most apparent in the
Hytera matter, where events in the civil litigation
actually became incorporated into the indictment
as overt acts taken in furtherance of the conspir-
acy. Notably, the Espionage Act for criminal trade
secret matters has a five-year statute of limitations,
as compared with the three years provided for in
the Defend Trade Secrets Act. These cases illustrate
the interplay between civil and criminal liability for
misappropriation of trade secrets, including in cases
against foreign firms, and the importance of being
mindful of potential collateral criminal risk when
defending such matters.
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