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Ukraine-related Sanctions: New U.S. Statute Creates
Secondary Sanctions Targeting Certain Dealings with
Russia

On December 13, 2014, Congress passed the Ukraine Freedom Support Act of
2014 ("UESA"), which President Obama is expected to sign into law within the next few
days. UFSA does not significantly expand the substantive scope of existing U.S. (and
EU) sanctions, and the new sanctions are generally discretionary rather than
mandatory. However, UFSA does place entities acting outside U.S. jurisdiction at
increased risk for engaging in targeted Russia-related activity.

UFSA creates a program of so-called “secondary” sanctions, similar to those that
have been imposed with respect to Iran in recent years. Pursuant to secondary
sanctions programs, foreign persons and entities may themselves be sanctioned by the
United States for engaging in certain transactions that would be prohibited for U.S.
persons, even if they do so entirely outside U.S. jurisdiction. In effect, non-U.S. entities
may be punished for engaging in targeted transactions by having their access to the
United States’ markets and financial system restricted. Foreign financial institutions in
particular may face increased risk.

In brief, UFSA:

e requires the President to impose certain sanctions against
Rosoboronexport, the Russian state-owned arms exporting entity, and
other entities that the President finds are involved in Russian transfers of
defense articles to Syria or to entities other than the recognized
governments of Ukraine, Moldova, or Georgia;

e authorizes the President to impose a menu of sanctions against foreign
persons who “knowingly make a significant investment” in a Russian Arctic
offshore, deepwater, or shale project for the production of oil;

e requires the President to impose restrictions on debt or equity investment
in Gazprom if he determines that Gazprom is withholding significant
natural gas supplies from NATO members or countries such as Ukraine,
Georgia, or Moldova; and
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e authorizes the President to restrict access to U.S. correspondent accounts
for foreign financial institutions that he determines have engaged in
significant transactions relating to:

0 any sanctionable investment in a Russian Arctic offshore,
deepwater, or shale project for the production of oil;

0 any transaction for an SDN designated by the U.S. under the
Ukraine-related sanctions (not including entities subject to more
limited sectoral sanctions and identified on the SSIL list), beginning
180 days from the date UFSA is signed; or

0 sanctionable arms sales.
Sanctions Relating to the Defense Sector:

UFSA requires the President to impose a minimum of three out of a menu of nine
specified possible sanctions (up to and including designation as an SDN subject to full
U.S. sanctions) against Rosoboronexport, as well as against any other entity owned or
controlled by the Russian government or Russian citizens that knowingly manufactures
defense articles transferred to Syria, or to entities other than the recognized
governments in Ukraine, Moldova, or Georgia, or transfers, brokers the transfer or
otherwise assists in the transfer, of such articles into these countries.* The President is
also required to impose sanctions against any entity (Russian or not) determined to
knowingly assist, sponsor, or support the activities described in the previous sentence.
Besides Syria, Ukraine, Moldova and Georgia, the President is also authorized to
designate other countries such as Poland, Lithuania, Latvia, Estonia and the Central
Asian republics as “countries of significant concern” for purposes of this section of

! The list of nine sanctions involving the defense and energy sectors that the President may impose include:

Prohibition of assistance from the Export-Import Bank of the United States;

Prohibition against procurement of goods and services by United States executive agencies;

Prohibition of provision of defense goods and services to the sanctioned foreign person or entity;

Prohibition of licensing of arms and other dual-use exports for the benefit of the sanctioned foreign person or

entity;

5. Prohibition against engaging in certain U.S. property transactions, but not including the authority to restrict
the importation of goods;

6. Prohibition against certain banking transactions, including transfers of credits and payments involving an
interest of the sanctioned foreign person or entity;

7. Prohibition of certain investments by U.S. persons in equity and debt transactions involving the foreign
person;

8. Exclusion of foreign sanctioned persons from the United States and revocation of visas or other
documentation; and

9. Imposition of any of the aforementioned sanctions against the executive officers of a foreign sanctioned

entity.
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UFSA, such that producers, transferors or brokers of defense articles that are
transferred to such countries will be subject to the imposition of the same set of
sanctions.

The sanctions against Rosboronexport are mandatory. Sanctions against other
entities engaged in the targeted arms-related activities are expressed as mandatory, but
they will not actually be imposed unless the Administration makes a determination that
the target is engaged in sanctionable activity. The statute also provides for a variety of
waivers of sanctions in the interest of U.S. national security.

Sanctions Relating to the Energy Sector:

UFSA also authorizes the President effectively to extend existing sanctions
targeting Russian deepwater, Arctic offshore, or shale projects for the production of oll
by imposing secondary U.S. sanctions against any entity that “knowingly makes a
significant investment” (“significant investment” is undefined) in such projects. These
sanctions may be imposed against persons investing in such projects whether or not the
person or investment activity has any connection to U.S. jurisdiction. The menu of
possible sanctions is the same as that for defense-related transactions.

Second, UFSA authorizes, but does not require, the imposition of additional
licensing requirements or other restrictions on the export or reexport of items for use in
the Russian energy sector.

Finally, UFSA requires the President to impose restrictions on debt and equity
transactions (parallel to those previously imposed under U.S. sectoral sanctions against
other Russian energy companies) if the President determines that Gazprom is
withholding significant amounts of natural gas from NATO member states or other
countries “such as” Ukraine, Georgia and Moldova, as well as one or more of the
additional sanctions from the menu described above. While the imposition of sanctions
relating to Gazprom is mandatory once the President makes the requisite determination,
as above the determination itself is not automatic and requires affirmative action by the
Administration.

Sanctions Relating to the Financial Sector:

UFSA also authorizes the President to restrict or prohibit access to U.S.
correspondent accounts (similarly to the Iranian Financial Sanctions Regulations) for
foreign financial institutions engaged in targeted transactions. These secondary
sanctions again do not require the use of U.S. dollars or any other U.S. jurisdictional
nexus, but they are highly discretionary.

First, foreign financial institutions may be sanctioned if they knowingly engage in
significant transactions relating to sanctionable activities involving Russian arms sales,
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or involving sanctionable investment in Russian deepwater, Arctic offshore, or shale
projects for the production of oil, in each case for persons sanctioned under the UFSA
provisions described above. Note that the statute is ambiguous as to whether the
person must have been sanctioned under UFSA before the transaction in question for
the financial institutions involved also to be sanctioned, or whether the financial
institutions and clients involved could be sanctioned together for the same transaction.
However, the transaction must be related to activity sanctionable under UFSA (and so,
for example, processing a transaction outside U.S. jurisdiction for the sale of goods to a
targeted Russian oil project would not appear to be sanctionable for the financial
institutions involved). Also note that financial institutions could be vulnerable to the
imposition of defense sector sanctions as well as to correspondent account sanctions if
they are determined to have knowingly assisted in targeted arms sales.

Second, foreign financial institutions may be sanctioned if, on or after a date that
is 180 days after UFSA enters into force, they facilitate significant financial transactions
on behalf of any Russian individual or entity that has been designated as an SDN
pursuant to UFSA or any Executive Order relating to Ukraine, including Executive
Orders 13660, 13661 and 13662. Note that this does not include the Russian energy
companies and financial institutions subject to sectoral sanctions only, as they are not
SDNSs.

*kkkkk

If you have any questions, please feel free to contact any of your regular contacts
at the Firm, or Paul Marquardt of our Washington office, listed on our website at
http://www.clearygottlieb.com.

CLEARY GOTTLIEB STEEN & HAMILTON LLP
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